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Background: Vision language models (VLMs) are increasingly
integrated into medical workflows for diagnostic support and
clinical decision-making. While recent studies have demonstrated
susceptibility of proprietary VLMs to prompt injection attacks in
medical contexts [1], the security landscape of domain-specific
medical VLMs remains largely unexplored. This study compre-
hensively evaluates the vulnerability of multiple VLMs to both
prompt injection and adversarial perturbation attacks [2], inves-
tigating white-box attacks on MedGemma and black-box transfer
attacks across medical-domain and proprietary models.
Methods: We conducted systematic vulnerability assessment
using medical images with histologically confirmed malignant
lesions spanning multiple modalities: CT, MRI, ultrasound, pathol-
ogy, endoscopy, and dermatology (n = 18 cases, 3 per modality). For
promptinjection, we embedded malicious instructions within text
prompts and visual elements. For adversarial perturbations, we
used Projected Gradient Descent and optimization-based meth-
ods. White-box attacks utilized full model access to MedGemma,
while black-box attacks employed transfer-based methods using
surrogate models (OpenCLIP, BiomedCLIP, BLIP).

Results: MedGemma achieved the lowest prompt injection vul-
nerability (38% ASR), followed by Claude 4 Sonnet (48%), GPT-
5 (57%), and Claude 4.1 Opus (69%), suggesting domain-specific
medical training enhances resistance. For adversarial perturba-
tions, white-box attacks on MedGemma exceeded 80% ASR. Black-
box transfer attacks showed varying vulnerability: GPT-5 (44%),
MedGemma (37%), Claude 4.1 Opus (17%), and Claude 4 Son-
net (6%). Vulnerability rankings differed notably between attack
modalities.

Conclusions: This study provides the first comparative secu-
rity assessment across medical-domain and proprietary VLMs.
Results reveal complex vulnerability patterns with no single
model providing universal robustness across different attack vec-
tors. These findings emphasize that robust medical Al security
requires comprehensive, multi-layered defenses targeting both
text-based and image-based attack vectors, with model-specific
threat considerations for medical applications.
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